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Generating an SSL Certificate for use with Med-Center

Introduction

This technical note discusses generating Secure Socket Layer (SSL) certificates to allow
secure communications to Med-Center using a web browser. Two methods of generating
the certificate are covered. The first method involves generating a certificate request and
sending it to a certification agency. The second method involves generating a self-signed
certificate using the standard Macintosh utilities available within UNIX.

Method 1 “Generating Certificate Request using a Certificate Authority”
1. Start by opening Med-Center and choosing the ‘Administrator’ module.

2. Next, open the ‘Web Server’ dialog by pressing the web server icon.
3. Next, select the ‘SSL Certificate’ tab
4. The SSL Certificate screen (Figure 1) should be shown.
O on Web Server
[ Web Server l S5L Certificate ]
Step 1: Create keys and certificate request Create Encryption Keys |_. Create Certificate Reguest . |

Certificate Reguest:

Step 2: Send certificate request (copy & paste) to certificate authority

Certificate:

Step 3: Paste certificate into field and write certificate ( Write Certificate |

| Cancel )i Done )

Figure 1 “SSL Certificate Setup Screen”

5. The next few steps will create the encryption keys and the certificate request that can
then be sent to the certificate authority.

6. Create the encryption keys: Press the ‘Create Encryption keys’ button.

7. Create the certificate request: Press the ‘Create Certificate Request’ button and enter
the appropriate information when requested. The dialog will look similar to the
following screen shot. It is important that the site name have a valid domain name
format.
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Certificate Information

Site Name: Ballard-Medical.cori £.g., ClinicName.com
Mote: Must be valid domain name

Country: us

State: Washington
City: Ballard

Org Name:

Org Unit:

|_.; Cancel "__| ( Continue )

Figure 2 “Certificate Request Information”

8. The certificate request will look like what is shown in Figure 3. The certificate text
is what should be copied and pasted into the form or document that is sent to the

certificate authority.
OO0 Web Server
[ Web server ' S55L Certificate ]
Step 1: Create keys and certificate request I'. Create Encryption Keys -‘I | Create Certificate Request |

Certihicate Reguest:

MIBsjCCARSCAQAwWCEcMBoGA TUEARMT OmFsbGFyZCTNZWRpY 2FsLmMvb TELMAKG
ATUEBRMCWVWMEDAOBoNVBACTBOJhbGxhemOxEzARBgNVBAGTCIdhcZhpbmdOb24x }
EDADBgNVBAaTBO IhbGxhemQxDDAKBgNVBASTAORIAICBnzANBgkghkiGIwOBACEF }
AADBQAwWSYRCgYEAtg ShEzVogdDalrazRECKJB 5 /D2 zya/izgf X7 colG4 SHhICOY

KowvELfbdnF5 81 ay 1 fYclgDniDOrdiP sy 1 AdeqoHp9XS60wiulWUmS3adaazikvMNE:
gevriuelGAFailTUwGoTZnVWHOHHMOD 5e 2 XBhE rO +upFMIUADGrHTIKW 4sCAWEA
AaAAMADGCSgGSIb3D0EEBALAAAGBAIUEj/ DoE]STAFEFkb3GRtZI3p)S ifpdHL 1
Q6 5VzgPopletkLeBiln 1 rfk T rhIEF 3MNVRWIKIDX T uQiFwl TuD8e2zPRmi3pzgY
3barfL+RhZZ2s0L0r02i19 WaBoa00eCeodtl0DaYPELHIEPYO9 BcLmilLilvuG

Step 2: Send certificate request (copy & paste) to certificate authority

Certificate:

Step 3: Paste certificate into field and write certificate |' Write Certihicate ‘|

[ Cancel || Done |

Figure 3 “Certificate Request Generated”

A

9. Each certificate authority has their own process for submitting a certificate request
and then delivering a processed certificate. The most common submittal technique
uses the web and usually results in a certificate within minutes of the submittal.
Common certificate authorities include Verisign (http://www.verisign.com) and
Thawte (http://www.thawte.com).
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10. Finally, once your certificate has arrived, copy and paste it into the certificate area of
the SSL Certificate screen. Press ‘Write Certificate’ to place the certificate correctly
for Med-Center to use. The screen shot will look similar to Figure 4.

080 Web Server
[ Web Server ' S5L Certificate I
Step 1: Create keys and certificate request | Create Encryption Keys || Create Certiicate Request |

Certificate Request:

—--—BEGIMN CERTIFICATE REQUEST---—
MIBsjCCARSCAQAWCECMBoGA T UEAXMTOmFsbGFyZC TNZWRpY 2FsLmMNyb TELMAKG
ATUEBhMCWVVMREDAOBgNVBACTBOhbGxhemOQxEz ARBgNVBAG TCldhc 2ZhpbmdOb 2 4x
EDADBgNVEA0TBOhbGxhemOQxDDAKBgNVBASTADRId|CEBnzANBgkahkiGYwOBAQEF
AADBQAwWDYKCgYEATLgShS2VegdOalrazREcKB5j/D2zyg/izgf X7 coG4 SHRICOY
XovEUfbdnF5871ay 1 fYclgDnlDQrdiP/y 1 AdeqpHp 93X 560wfuWUmS2alaazikvMNE:
gevriueaGiFaiD TUwGo TZnVWHOHHMGQD Se 2 XBn 8 rO+up FNIUMOGrH 7KW 4sCAWEA
AzAAMADGCSgGSIb3DOEBBAUAAAGEAJUEjg DoE]STAFBFKb3GETZIZpd5 JjfpdHL
065VzgPepletkLeBiUn 1 ik 1 rhIEF 3MMVhWIKIbXTulIFwl TuD8e9zPRmISpzgY
3barfL+RhZ2s0L0r02i9iWadna0teCeodtil0DaYPEEHAEPVO3 Belmil LilvuG

Step 2: Send certificate request (copy & paste) to certificate authority

Certificate: R
-----BEGIM CERTIFICATE--—

MIICFTCCASYCOOCROWEDE/COczANBgkqhkiGIwOB AQQFADCBgELMAKGA 1 UEBRMC
VWMKEzARBoMVEAQTCldhcZ hobmdOb24xDzANBoNVBACTELUIbRRVEEMMAGA 1 UE
ChMDREJDMRIWEAYDVOQDEwishZNhbGhve3QxKzApBgkghkiGIwDBCOEWHHNRDGVzZ
QGRhAGFIYXNIY 2 5ue 3RydWHNOCY 5jb2 OwHheNMDUxMD AzMT gwODIyWheNMDY xMD Az
MT gwODlyWiCBaJELMAKGA 1 UEBRMCVVMAEZARBONYEAGTCldhc2hpbmd0b2 4xDzAN
BgNVEACTELIbnRvbiEMMACGA 1 UEChMDRE IDMRIWEAYDY QODEwlsh ZNhbGhve30x
KzApBgkahkiGIwDBCOEWHHNhEGYZOGRhAGFTYXNIY29uc 3Ryd WNOCy 5ja2 DwaZBw
DOY K oZIhweNAQEBEQADg Y OAMIGIACGEACC/ BdolEUg JXy AQBOL/ YjcJFWvigLs(
38/cCONndwhkIheYRiSILUxZR+ 3YCOEAL oL X\ WKOhowHOFufkE IHmMRifAvC 3zeD

Step 3: Paste certificate into field and write certificate |

\,

Write Certificate -'I

J

( cancel )( Done )

Figure 4 “SSL Certificate”

Method 2 “Generating Self-Signed Certificates using Macintosh OSX”

1. Start by opening the Macintosh terminal program available in the utilities folder.
2. Generate the private key by entering the following command:

openssl genrsa -des3 -out server.key 1024

3. During the generation of the CSR, you will be prompted for several pieces of
information. These are the X.509 attributes of the certificate. One of the prompts
will be for "Common Name (e.g., Server name)". It is important that this field be
filled in with the fully qualified domain name of the server to be protected by

SSL. Generate the CSR (Certificate Signing Request) by entering the following
command:

openssl req -new -key server.key -out server.csr
4. Remove the pass phrase by entering these commands:

cp server.key server.key.org
openssl rsa -in server.key.org -out server.key
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5. Generate a self-sign certificate (in this case for 365 days) by entering the following
command:

openssl x509 -req -days 365 -in server.csr -signkey server.key -out server.crt

6. From the Finder, rename the private key file from “server.key” to “key.pem”.
Also rename the certificate from “server.crt” to “cert.pem”.

7. Finally, Place both of these files into the Med-Center folder. The certificates will be
effective the next time Med-Center is opened.

Summary

SSL Certificates allow secure web connections to be made to Med-Center. This technical
note covered the basics of generating a certificate request to send to a certificate authority
or creating a self-signed certificate using the Macintosh OSX terminal utility.
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